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Abstract
ThispaperdescribesTimeLine,ane� cientarchiveservicefor

a distributedstoragesystem.TimeLineallows usersto take snap-
shotson demand.Thearchive is storedonlineso that it is easily
accessibleto users.It enables“time travel” in which a userrunsa
computationon anearliersystemstate.

Archiving is challengingwhenstorageis distributed. In par-
ticular, a key issueis how to provide consistentsnapshots,yet
avoid stoppinguseraccessto storedstatewhile a snapshotis be-
ing taken.Thepaperde�nesthepropertiesthatanarchive service
ought to provide anddescribesan implementationapproachthat
providesthe desiredpropertiesyet is alsoe� cient. TimeLine is
designedto provide snapshotsfor a distributedpersistentobject
store. However the propertiesand the implementationapproach
applyto �le systemsanddatabasesaswell.

TimeLinehasbeenimplementedandwepresenttheresultsof
experimentsthatevaluateits performance.Theexperimentsshow
that computationsin the pastrun well whenthe archive storeis
nearby, e.g.,on thesameLAN, or connectedby a highspeedlink.
Theresultsalsoshow that takingsnapshotshasnegligible impact
on the cost of concurrentlyrunning computations,regardlessof
wherethearchiveddatais stored.

1 INTRODUCTION

ThispaperdescribesTimeLine,ane� cientarchiveser-
vice for a storagesystem. TimeLine allows usersto take
snapshotsof systemstateon demand,eitherby issuinga
command,and/or by runninga programthatrequestssnap-
shotsperiodically, e.g.,onceevery six hours. The archive
containingthesnapshotsis storedonlinesothat it is easily
accessibleto users.

Accessto thearchive is basedon time. Eachsnapshot
is assigneda timestamp,re�ecting thetime at which it was
requested.Thearchiveenables“time travel” in whichusers
canrun computations“in thepast.” Theuserindicatesthe
time at which the computationshouldrun. The snapshot
usedto run thecomputationis the latestonewhosetimes-
tampis no greaterthanthespeci®edtime. We choseto use
a time-basedinterfacebecausewe believe it matchesuser
needs.Note however that userscaneasilybuild directory
structuresthat allow them to associatenameswith snap-
shots.

TimeLine is designedto provide accessto old states
of objectsin the Thor persistentobjectstore(Thor [2, 13,
14]). Thor is a distributedsystemin which storageresides
at many servers; it is designedto scaleto very large size,

with a largenumberof serversthataregeographicallydis-
tributed.Thor allowsusersto run computationsthataccess
thecurrentstatesof objects;TimeLineextendsthisinterface
so that userscanalsorun computationsthat accessearlier
statesof objects.

Thekey issuein providing anarchive is providing con-
sistentsnapshotswithout disruptinguseraccessto stored
statewhile a snapshotis beingtaken. This issuearisesin
any kind of storagesystem,notjustapersistentobjectstore.
Consistency without disruptionis easyto provide whenall
storageresidesatasingleserverbut challengingwhenstor-
ageis distributed.

To our knowledge,TimeLine is the ®rst archive for a
distributedstoragesystemthatprovidesconsistentsnapshots
withoutdisruption.Mostotherarchivesystems(e.g.,[8,24,
31]) disruptuseraccessto a greateror lesserextentwhile a
snapshotis beingtaken. Elephant[26] doesnot causesuch
a disruption,but it is not a distributedsystem.In addition,
Elephantsnapshotsall data;by taking snapshotson com-
mandwe reducearchive storageandCPUcostsassociated
with takingsnapshots.

TimeLinehasbeenimplementedandwepresentthere-
sultsof experimentsthatevaluateits performance.Our ex-
perimentsshow thattakingsnapshotshasnegligible impact
on thecostof runningcomputationsthatareusingthe“cur-
rent” systemstate.Wealsopresentresultsshowing thecost
of usingsnapshots,i.e., runningcomputationsin the past.
Our experimentsshow thatcomputationsin thepastrun as
well as thosein the presentwhen the archive stateis co-
locatedwith the currentsystemstate. However, it is not
necessarilydesirableto co-locatestoragelikethis,sincethe
archivedstatecanbecomevery large.Thereforewe looked
atarangeof optionsfor usingsharedstoragefor snapshots.
Our resultsshow that goodperformancefor computations
in thepastis possibleusingsharedarchivestorageprovided
it is reasonablyclose,e.g.,on thesameLAN, or connected
by a high speedlink. The resultsalsoshow that the cost
of runningcomputationsin the presentwhile archiving is
occurringis insensitiveto wherethearchiveddatais stored.

Theremainderof thepaperisorganizedasfollows.Sec-
tion 2 discussesrequirementsfor anarchivesystemandde-
scribesourapproachfor providing consistency withoutdis-
ruption. Sections3 to 6 describeTimeLineandits imple-
mentation.Section7 presentsour performanceresultsand
Section8 discussesrelatedwork. Weconcludein Section9.



2 SNAPSHOT REQUIREMENTS

Thissectionde®nesrequirementsfor anarchiveservice
anddescribesour approachto satisfyingthem.

An archivemustprovideglobalconsistency [18]:

� Consistency. A snapshotmustrecordastatethatcould
haveexistedat somemomentin time.

Typically, an applicationcontrols the order of writes by
completingonemodi®cationbeforestartinganother, i.e.,by
ensuringthatonemodi®cationhappensbeforeanother[11].
Then,a snapshotmustnot recorda statein which thesec-
ondmodi®cationhasoccurredbut the®rst hasnot.

However, we cannota� ord to disruptactivities of other
users:

� Non-Disruption.Snapshotshouldhave minimal im-
pactonsystemaccess:usersshouldbeableto access
thesystemin parallelwith thetakingof thesnapshot
and the performanceof user interactionsshouldbe
closeto what can be achieved in a systemwithout
snapshots.

Note thatnon-disruptionis typically not a requirementfor
a backupsystem,sincebackupstend to be scheduledfor
timeswhenthereis little useractivity. In contrast,our sys-
temallowssnapshotsto betakenwheneveruserswant,and
if snapshottingisn't implementedproperly, the impacton
concurrentuserscanbeunacceptable.

One way to get a consistentsnapshotis to freezethe
system. In a distributed system,freezingrequiresa two-
phaseprotocol(sucha protocolis usedin [31]). In phase1
eachnodeis noti®edthata snapshotis underway. Whena
nodereceivesthis message,it suspendsprocessingof user
requests(andalsonotesthat modi®cationsthat have hap-
penedup to thatpoint will bein thesnapshotbut laterones
will not). Thecoordinatorof theprotocolwaitsuntil it re-
ceivesacksfrom all nodes.Thenin phase2 it noti®esall
nodesthat thefreezecanbe lifted. Freezingprovidescon-
sistency becauseit ensuresthatif a modi®cationto x is not
re�ected in a snapshot,this modi®cationwill be delayed
until phase2, andthereforeany modi®cationthathappened
after it will alsonot be includedin thesnapshot.Freezing
is necessarysinceotherwisex's nodewould not delaythe
modi®cationto x andthereforethesnapshotcouldobserve
somemodi®cationthat happenedafter the modi®cationof
x, yetmissthemodi®cationof x.

Doingsnapshotsby freezingthesystemobviouslydoes
not satisfyour non-disruptiongoal. The approachis par-
ticularly problematicalin a large-scaledistributedsystem:
whentherearemany nodesthatmaybewidely distributed,
the time requiredto run theprotocolcanbelarge. Also, if
any storagenodeis down or not communicating,thefreeze
canlasta very long time.

An alternative implementationis to recordtheinforma-
tion aboutthesnapshotat oneserver, andhaveeveryserver
checkthis informationbeforecarryingout a modi®cation.

This approachis even lessdesirablethanfreezing,sinceit
delayseverymodi®cation.

We canavoid theseproblemsif thesystemrecordsin-
formationabouthappensbefore.Thiscanbeaccomplished
asfollows: Eachnodeincludesits local time in every mes-
sageit sends,anda nodecanperforma modi®cationwhen
the time of its own clock is later thanany time it already
heardof. (This protocol is a variation on one proposed
in [17].) For example, if a user readsinformation from
serverX andthenwritestoserverY, informationaboutserver
X's timestampwill �o w to server Y, andserver Y will de-
lay performingthemodi®cationuntil its clockis largerthan
server X's clock was when it performedthe modi®cation
to x. Note that theapproachis cheapto implementandin
practicemodi®cationsareunlikely to bedelayed,provided
serverclocksarelooselysynchronized.

Assumingtimestampsasjust described,we canimple-
mentsnapshotsasfollows. A singleserveractsasthesnap-
shotcoordinator. To take a snapshot,a usercommunicates
with thisserver. Theserverassignsatimestampto thesnap-
shotby readingits local clock. Informationaboutthesnap-
shot then �o ws to all servers,but this canbe donein the
background.Thetimestampdetermineswhatmodi®cations
arecontainedin the snapshot:the snapshotincludesmod-
i®cationsthat occurredearlier thanthis time but not those
thatoccurredafterthis time. To makethiswork,nodesneed
to trackwhenmodi®cationshappen.Thiscouldbedoneby
associatinga“time-last-modi®ed”timestampwith eachob-
ject but in factonly informationaboutrecentmodi®cations
is needed,asdiscussedin Section4.

Theapproachprovidesconsistency without disruption.
Taking a snapshotrequirescommunicationwith the snap-
shot coordinator, which must be up and communicating.
But suchcommunicationis also neededwhen all storage
is at a single server and in either case,we can increase
availability by usingstandardreplication(e.g.,[21]). There
could be more than onesnapshotcoordinator;thensnap-
shotswould be orderedrelative to modi®cationsby using
vectorclocks[10,23] with anentryfor eachcoordinator.

With this approachit is possiblethat usersmight no-
tice anomalies[6, 11]: a snapshotmight fail to include a
modi®cationthata personknows happenedbeforeit, or it
might includeamodi®cationthatapersonknowshappened
afterit. Suchanomaliesrequirecommunicationoutsidethe
system. E.g., if Bob takesa snapshotafter being told by
Alice thata certainmodi®cationhasbeenmade,thesnap-
shotmight neverthelessmissthis modi®cation.Anomalies
are highly unlikely becausecurrent time synchronization
technologies,suchasNTP [20], synchronizeclockstightly
enoughto prevent them. Thus,the timestampassignedto
Bob'ssnapshotis highly likely to begreaterthanthatof Al-
ice's modi®cation. (A similar useof looselysynchronized
clocksto avoid suchanomalieswasproposedin [15].)



3 CREATING SNAPSHOTS

TimeLine providessnapshotsfor objectsin Thor [13,
14]. Thissectionprovidesabriefoverview of Thorandthen
describeswhathappenswhena userrequestsasnapshot.

3.1 Overview of Thor

Thor is a persistentobject store basedon the client-
servermodel.Serversprovidepersistentstoragefor objects;
we call theseobject repositories(ORs). User coderuns
at client machinesandinteractswith Thor throughclient-
sidecodecalledthefrontend(FE). TheFEcontainscached
copiesof recentlyusedobjects.

A userinteractswith Thor by runningatomictransac-
tions. An individual transactioncan access(readand/or
modify) many objects. A transactionterminatesby com-
mitting or aborting.If it commitsall modi®cationsbecome
persistent;if it abortsnoneof its changesarere�ectedin the
persistentstore.

Thoremploysoptimisticconcurrency controlto provide
atomicity. The FE keepstrack of the objectsusedby the
currenttransaction.Whentheuserrequeststo commit the
transaction,the FE sendsthis information,alongwith the
new statesof modi®edobjects,to oneof theORs.This OR
decideswhethera commit is possible;it runsa two-phase
commit protocol if the transactionmadeuseof objectsat
multiple ORs.

Thor usestimestampsaspart of the commit protocol.
Timestampsaregloballyunique:atimestampis apair, con-
sistingof thetimeof theclock of thenodethatproducedit,
and the node's uniqueID. Eachtransactionis assigneda
timestamp,andcancommit only if it canbe serializedaf-
ter all transactionswith earlier timestampsandbeforeall
transactionswith latertimestamps.

Thor provideshighly availableandreliablestoragefor
its objects,either by replicating their storageat multiple
nodesusingprimary/backupreplication,or by carefuluse
of diskstorage.

3.2 Taking a Snapshot

To createa snapshot,a usercommunicateswith oneof
theORs,which actsasthesnapshotcoordinator. This OR
(which we will refer to astheSSC)assignsa timestampto
thesnapshotby readingits local clock. TheSSCserializes
snapshotrequestssothateverysnapshothasauniquetimes-
tamp,andit assignslater timestampsto later snapshots.It
alsomaintainsa completesnapshothistory, which is a list
of the assignedtimestamps,and recordsthis information
persistently.

Onceasnapshotrequesthasbeenprocessedby theSSC,
informationaboutthe snapshotmust �o w to all the ORs,
and we would like this to happenquickly so that usually
ORshaveup-to-dateinformationaboutsnapshots.Wecould
propagatesnapshotinformationby having theSSCsendthe

informationto eachOR,or we couldhave ORsrequestthe
informationby frequentcommunicationwith theSSC,but
theseapproachesimposea large load on the SSCif there
are lots of ORs. Therefore,insteadwe propagatehistory
informationusinggossip[3]: historyinformationis piggy-
backedoneverymessagein thesystem.

A problemwith using gossipis that if the timestamp
of the most recentsnapshotin the piggybacked history is
old, this mightmeanthatnomorerecentsnapshothasbeen
taken,or it mightmeanthatthepiggybackedinformationis
out of date.We distinguishthesecasesby having theSSC
includeits currenttimealongwith thesnapshothistory, thus
indicatinghow recenttheinformationis.

Gossipalonemightnotcausesnapshothistoryinforma-
tion to propagatefastenough.To speedthingsup, we can
superimposea distribution treeon theORs.To startthein-
formation�o wing theSSCnoti®esa subsetof ORs(those
at the secondlevel of the tree)eachtime it createsa new
snapshot,andalsoperiodically, e.g.,every few seconds.

ORscanalwaysfall backon queryingtheSSC(or one
another)whensnapshotinformationis not propagatedfast
enough.Evenif theSSCis unreachablefor aperiodof time,
e.g.,duringa network partition,our design(seeSection4)
ensuresthattheORsstill functioncorrectly.

By usingtimestampsfor snapshots,we areableto seri-
alizesnapshotswith respectto usertransactions:asnapshot
re�ects modi®cationsof all usertransactionswith smaller
timestamps.Serializingsnapshotsgivesusatomicity, which
is strongerthan consistency. For example,we can guar-
anteethat snapshotsobserve either all modi®cationsof a
usertransaction,or noneof them. However the approach
of using timestampsalsoworks in a systemthat provides
atomicity for individual modi®cationsbut no way to group
modi®cationsinto multi-operationtransactions.

3.3 SnapshotMessages

Over time thesnapshothistorycanbecomevery large.
However, usuallyonly very recenthistoryneedsto besent,
becausetherecipientwill haveanalmostup to datehistory
already.

Therefore,our piggybackedsnapshotmessagescontain
only a portionof thesnapshothistory. In addition,a snap-
shotmessagecontainstwo timestamps,TScurr andTSprev,
that boundthe information in the message:the message
containsthetimestampsof all snapshotsthathappenedafter
TSprev andbeforeTScurr.

An OR can accepta snapshotmessagem if m:TSprev

is lessthanor equalto the TScurr of theprevioussnapshot
messagethat the OR accepted.Typically TSprev is chosen
by thesenderto besmallenoughthatthereceiver is highly
likely to be ableto accepta message.Even with a TSprev

quite far in the past, the numberof snapshottimestamps
in the messageis likely to be small. In fact, we expecta
commoncaseis that themessagewill containno snapshot



timestamps,sincetherateof takingsnapshotsis low relative
to thefrequency atwhichhistoryinformationis propagated.

If a nodeis unableto accepta snapshotmessage,it can
requestthemissinginformationfrom anothernode,e.g.,the
sender.

4 STORING SNAPSHOTS

This sectionandthe two that follow describethemain
functionsof TimeLine. This sectiondecribeshow the OR
saves snapshotinformation in the archive. Section5 de-
scribesthearchive service,which storessnapshotinforma-
tion whenrequestedto do soby ORsandalsoprovidesac-
cessto previously storedsnapshots.Section6 describes
how TimeLine carriesout usercommandsto run compu-
tationsin thepast.

4.1 DesignOverview

TimeLine provides snapshotsby using a combination
of currentpagesat ORsandpagesstoredin thearchive. In
particular, if a pagehasnot beenmodi®edsincea snapshot
occurred,thenthecopy on theOR disk containstheproper
information. On theotherhand,if thepagehasbeenmod-
i®ed, its previous stateneedsto be written to the archive
beforeits diskcopy is overwritten.Thuswe useacopy-on-
write scheme,specializedto work for snapshots.

To createa snapshotpagethe OR needsto know all
snapshotswhosetimestampsarelessthant, themaximum
timestampof any transactionwhosemodi®cationis being
recordedon disk by overwriting the page. A fundamental
problemwith agossipscheme,however, is thatanOR'shis-
tory informationis never completelyup to date.Therefore
it mightnotknow aboutall snapshotswhosetimestampsare
lessthan t. In particular, sincegossiptakestime to arrive,
anORwon't know abouttimestampsof snapshotsthatwere
takenvery recently.

Wecouldsolvethisproblemby creatingsnapshotpages
just in casethey are needed,but that is expensive, espe-
cially sincemostof thetimethey won't beneeded.Instead,
we would like to avoid unnecessarycreationof snapshot
pages.Weaccomplishthisbydelayingoverwritingof pages
on disk until we know whethersnapshotpagesareneeded.
Ourapproachis basedondetailsof theORimplementation,
which is discussedin thenext section.

4.2 Thor ORs

Thissectiondescribesrelevantdetailsof how ThorORs
areimplemented.

Thorstoresobjectsin 8KB pages.Typically objectsare
small and thereare many of them in a page. Eachpage
belongsto a particularOR.An objectis identi®eduniquely
by the32-bit ORnumof its OR anda 32-bit OREFthat is
uniquewithin its OR.TheOREFcontainsthePageIDof the
object'spageandtheobject'so� setwithin thepage.

TheFE respondsto a cachemissby fetchingan entire
pagefrom the OR, but only modi®edobjectsareshipped
back from a FE to an OR when the transactioncommits.
This meansthat in order to write the modi®cationsto the
pageondisk,theORwill usuallyneedto doaninstallation
read to obtain the object's pagefrom disk. If we had to
do this readaspart of committinga transaction,it would
degradesystemperformance.

Thereforeinsteadthe OR usesa volatile Modi�ed Ob-
ject Bu� er (MOB) [5] to storemodi®cationswhena trans-
actioncommits,ratherthanwriting themto disk immedi-
ately. This approachallows disk readsandwritesto bede-
ferredto a convenienttime andalsoenableswrite absorp-
tion, i.e., the accumulationof multiple modi®cationsto a
pageso that thesemodi®cationscanbewritten to thepage
in a singledisk write. Useof the MOB thusreducesdisk
activity andimprovessystemperformance.

UsingtheMOB doesnotcompromisethecorrectnessof
thesystembecausecorrectnessis guaranteedby the trans-
actionlog: modi®cationsarewritten to the transactionlog
andmadepersistentbeforea transactionis committed.

Entriesare removed from the MOB when the respec-
tive modi®cationsareinstalledin their pagesandthepages
arewritten backto disk. Removal of MOB entries(clean-
ing the MOB) is doneby a �usher threadthat runsin the
background.This threadstartsto run whenthe MOB ®lls
beyonda pre-determinedhigh watermarkandremovesen-
tries until the MOB becomessmall enough. The �usher
processestheMOB in log orderto facilitatethetruncation
of thetransactionlog. For eachmodi®cationit encounters,
it readsthe modi®edobject's pagefrom disk, installs all
modi®cationsin theMOB thatarefor objectsin thatpage,
andthenwrites the updatedpagebackto disk. Whenthe
�usher ®nishesapassof cleaningtheMOB it alsoremoves
entriesfor all transactionsthat have beencompletelypro-
cessedfrom thetransactionlog.

The OR also hasa volatile pagebu� er that it usesto
satisfyFE fetchrequests.Beforereturningapageto there-
questingFE, theOR updatesthebu� er copy to containall
modi®cationsin theMOB for thatpage.This ensuresthat
pagesfetchedfrom theOR alwaysre�ect committedtrans-
actions. Pagesare�ushed from the pagebu� er asneeded
(LRU). Dirty pagesaresimply discardedratherthanbeing
writtenbackto disk; the�usher threadis thereforetheonly
partof thesystemthatmodi®espagesondisk.

4.3 The Anti-MOB

Our implementationtakesadvantageof theMOB to de-
lay thewriting of snapshotpagesuntil thesnapshothistory
is su� cientlyup to date.

To know whetherto createsnapshotpages,anORneeds
to know the currentsnapshotstatusfor eachof its pages.
This information is kept in its snapshotpage map, which
storesa timestampfor eachpage. Whena snapshotpage



for pagep is createddueto snapshots, thecorresponding
snapshotpagemapentry is updatedwith the timestampof
s. All snapshotpagemapentriesareinitially zero. Snap-
shotsof a pageare createdin timestamporder; therefore
if thesnapshotpagemapentry for a pagehasa timestamp
greaterthanthat of a snapshot,the OR musthave already
createda snapshotcopy of thepagefor thatsnapshot.

An OR alsostoreswhat it knows of the snapshothis-
tory togetherwith Tgmax, thehighestSSCtimestampit has
received.

Recallthat theonly time pagesareoverwrittenon disk
is whenthe MOB is cleaned.Thereforewe canalsocre-
atesnapshotpagesaspartof cleaningtheMOB. Doing so
hastwo importantadvantages.First, it allows usto bene®t
from theinstallationreadalreadybeingdoneby the�usher
thread. Second,becausethe �usher runswhen the MOB
is almostfull, it works on transactionsthat committedin
the past. Thus, by the time a transaction's modi®cations
areprocessedby the�usher, theORis highly likely to have
snapshotinformationthatis recentenoughto know whether
snapshotpagesarerequired.

A simplestrategy is to startwith the pagereadby the
�usher threadandthenusetheMOB to obtaintheright state
for thesnapshotpage.For example,supposetheMOB con-
tainsmodi®cationsfor two transactionsT1 andT2, bothof
whichmodi®edthepage,andsupposealsothatthesnapshot
for which the snapshotpageis beingcreatedhasa times-
tampthatis greaterthanT1 but lessthanT2. Thenwe need
to applyT1's modi®cationsto thepagebeforewriting it to
thearchive.

However, thissimplestrategy doesn't handleall thesit-
uationsthat canarise,for threereasons.First, if the page
beingprocessedby the�usher threadis alreadyin thepage
bu� er, the �usher doesnot readit from disk. But in this
case,the pagealreadyre�ects modi®cationsin the MOB,
includingthosefor transactionslaterthanthesnapshot.We
couldgetthepre-statesfor thesemodi®cationsby re-reading
thepagefrom disk,but thatis undesirable.Hence,weneed
a way to revertmodi®cations.

A secondproblemis that if a transactionmodi®esan
objectthatalreadyhasanentryin theMOB (dueto anolder
transaction),theold MOB entry is overwrittenby thenew
one.However, we mayneedtheoverwrittenentryto create
thesnapshotpage.

Finally, if theMOB is processedto theend,wewill en-
countermodi®cationsthatbelongto transactionscommitted
afterTgmax. Normally we avoid doingthis: the�usher does
not processMOB entriesrecordingmodi®cationsof trans-
actionswith timestampsgreaterthanTgmax. But sometime
the�usher mustprocesssuchentries– whenpropagationof
thesnapshothistoryis stalled.Whenthis happenswe must
be able to continueprocessingthe MOB sinceotherwise
theORwill beunableto continuecommittingtransactions.
But to doso,weneedaplaceto storeinformationaboutthe
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Figure1. Structureof theAnti-MOB

pre-imageof thepagebeforeit is overwrittenondisk.
TheORusesanin-memorybu� ercalledtheAnti-MOB

tostoreoverwrittenMOB entriesandtransactionpre-images.
The Anti-MOB (like the MOB) recordsinformationabout
objects.As shown in Figure1, eachAnti-MOB entrycon-
tainsa pointerto theobject's pre-imagein the OR's heap,
which it shareswith theMOB. Theentryalsocontainsthe
timestampof the pre-image's transaction,i.e., the transac-
tion that causedthat pre-imageto be storedin the Anti-
MOB. For example,if T2 overwritesanobjectalreadywrit-
ten by T1, a pointer to the older versionof the object is
storedin the Anti-MOB alongwith T2's timestamp.Note
that we don't make a copy of the old version;insteadwe
justmovethepointerto it from theMOB to theAnti-MOB.

Information is written to the Anti-MOB only when it
is neededor might be needed.The Anti-MOB is usually
neededwhenanobjectis overwritten,sincethecommitting
transactionis almostcertainto haveatimestamplargerthan
Tgmax. But whena pageis readfrom disk in responseto a
fetchrequestfromanFE,amodi®cationinstalledin it might
be dueto a transactionwith an old enoughtimestampthat
theORknowsthepre-statewill notbeneeded.

In addition, the ®rst time an object is overwritten,we
may createan additionalAnti-MOB entry for the transac-
tion that did the original write. This entry, which hasits
pointerto the pre-imagesetto null, indicatesthat the pre-
imagefor that transactionis in the pageon disk. For ex-
ample,supposetransactionT1 modi®edobjectx andlater
transactionT2 modi®esx. Whenthe OR addsT2's modi-
®ed versionof x to the MOB, it alsostores< T2; x; x1 >
in theAnti-MOB to indicatethatx1 (thevalueof x created
by T1) is the pre-imageof x for T2. Furthermore,if T1's
modi®cationto x wasthe®rst modi®cationto thatobjectby
any transactioncurrentlyrecordedin theMOB andif there
is or might bea snapshotS beforeT1 that requiresa snap-
shotpagefor x's page,theOR alsoadds< T1; x; null > to
theAnti-MOB, indicatingthat for S, thepropervalueof x
is theonecurrentlystoredondisk.
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Figure2. TheSnapshotSubsystemin anOR

4.3.1 CreatingSnapshotPages

Now we describehow snapshotpagesarecreated.Fig-
ure 2 shows the designof the snapshotsubsystem,which
works in tandemwith theOR's MOB andtransactionlog.
Thework of takingsnapshotsis donepartly by the �usher
threadandpartly by thesnapshotthread, whichalsoworks
in thebackground.

Snapshotpagesareproducedusingboth the MOB (to
apply modi®cations)and the Anti-MOB (to revert modi-
®cations). As mentioned,to install a modi®cationin the
MOB, the �usher threadreadsthe pagefrom disk if nec-
essary. Then, it goesthroughthe MOB andapplieseach
modi®cationfor thatpageto thein-memorycopy provided
thetransactionthatmadethemodi®cationhasa timestamp
lessthansomebound. Typically this boundwill be Tgmax,
but occasionally(when the history information is old), it
will belargerthanthis.

Beforeapplyinga modi®cationto thepage,the �usher
decideswhethera pre-imageis or might be needed.The
pre-imagemight be neededif the transactionthat did the
modi®cationhasa timestampgreaterthanTgmax; it will be
neededif theOR knows of a snapshotwith timestampless
thanthatof thetransaction,andwheretheentryfor thepage
in thesnapshotpagemapis lessthanthatof thesnapshot.

To makeapre-imagethe�usher copiesthecurrentvalue
of themodi®edobject,x, from thepageinto theheapbefore
overwritingtheobject.If thereis noentryin theAnti-MOB
for x andT, the transactionthat causedthat modi®cation,
it createsone; this entry points to x's value in the heap.
Otherwise,if thereis an Anti-MOB entry for x containing
null, the �usher modi®estheentryso that it now pointsto
x's valuein theheap.

If thepagebeingmodi®edis alreadyin thepagecache,
the �usher appliesthe modi®cationsto this copy. If this
copy alreadycontainsmodi®cations,the appropriatepre-
imageswill exist in the Anti-MOB becausethey wereput
thereaspartof carryingout thefetchrequestfor thatpage.

Oncethe �usher hasapplied the modi®cationsto the
page,andassuminga snapshotis requiredfor the page,it
makesa copy of the pageandthenusesthe Anti-MOB to
revert the pageto the properstate. To undomodi®cations
to pageP asneededfor a snapshotS with timestampS:t,
theORscanstheportionof theAnti-MOB with timestamps

Let SCAN(P;S) = setof objectsscannedfor pageP
for snapshotS andinitialized to ;

for eachentryUi in theAnti-MOB for a transaction
with timestamp� S's timestamp,S:t

if Ui:Oref < SCAN(P;S) then
SCAN(P;S) = SCAN(P;S) [ fUi:Orefg
install Ui into P

endif
end

Figure3. Algorithm for CreatingSnapshotPages

greaterthanS:t for pre-imagescorrespondingto modi®ca-
tions to P andinstalls themin P. The algorithmusedfor
creatingsnapshotpagesis shown in Figure 3. The Anti-
MOB can containseveral pre-imagescorrespondingto a
single object. However, only the pre-imageof the oldest
transactionmorerecentthanasnapshotwill containthecor-
rect versionof theobjectfor that snapshot.Thealgorithm
usestheSCAN setto keeptrackof pre-imagesscannedand
ensurethatonly thecorrectpre-imagecorrespondingto an
object (i.e., the ®rst oneencountered)is usedfor creating
thesnapshotpage.

A snapshotpagebelongsto themostrecentsnapshot,S,
with timestamplessthanthatof theearliesttransaction,T,
whosepre-imageis placedin the page. The OR canonly
know whatsnapshotthis is, however, if T hasa timestamp
less than Tgmax. Thereforesnapshotpagesare produced
only whenthis conditionholds.Section4.5discusseswhat
happenswhentheORcleanstheMOB beyondTgmax.

The snapshotpagemustbe madepersistentbeforethe
disk copy of the pagecanbe overwritten. We discussthis
point furtherin Section4.4.

4.3.2 Discarding Anti-MOB Entries

Entriescanbediscardedfrom theAnti-MOB assoonas
they areno longerneededfor makingsnapshotpages.

The�usher makessnapshotpagesup to themostrecent
snapshotit knowsaboutfor all pagesit modi®esaspartof a
passof cleaningtheMOB. At theendof thispassall entries
usedto make thesesnapshotpagescanbedeletedfrom the
Anti-MOB. Suchentrieswill have a timestampthat is less
thanor equalto Tgmax (sinceall snapshotpagesfor P for
snapshotsbeforeTgmax will havebeenmadeby thatpoint).

Whennew snapshotinformationarrivesat an OR, the
OR updatesTgmax. Then it canre-evaluatewhetherAnti-
MOB entriescanbediscarded.Morespeci®cally, whenthe
OR advancesits Tgmax from t1 to t2, it scansits Anti-MOB
for entrieswith timestampsbetweent1 and t2. An entry
canbediscardedif thecorrespondingsnapshotpageof the
most recentsnapshotwith a timestampsmallerthanitself
hasalreadybeencreated.Usually, all suchentrieswill be
removed(becausethereis nosnapshotbetweent1 andt2).



4.4 Persistenceand Failure Recovery

Oncea pagehasbeenmodi®edon disk, theAnti-MOB
is theonly placewherepre-imagesexist until thesnapshot
pagesthatrequirethosepre-imageshavebeenwrittento the
archive. Yet theAnti-MOB is volatile andwould be lost if
theORfailed.

Normallysnapshotpagesarecreatedaspartof cleaning
the MOB, andwe could avoid the needto make informa-
tion in theAnti-MOB persistentby delayingtheoverwrite
of apageondiskuntil all its snapshotpageshavebeenwrit-
ten to thearchive. However, we decidednot to implement
things this way becausethe write to the archive might be
slow (if the snapshotpageis storedat a nodethat is far
away in network distance).Also, therearecaseswherewe
needto overwrite the pagebeforemakingsnapshotpages,
e.g.,whenpropagationof snapshothistorystalls(seeSec-
tion 4.5).

Thereforewedecidedto makeuseof asnapshotlog asa
way of ensuringpersistenceof pre-images.Pre-imagesare
insertedinto the snapshotlog as they areusedfor revert-
ing pagesto get the appropriatesnapshotpage. Thus,the
creationof a snapshotpagecausesa numberof entriesfor
that pageto be addedto thesnapshotlog. Together, these
entriesrecordall pre-imagesfor objectsin thatpagewhose
modi®cationsneedto be revertedto recover the snapshot
page.

Beforea pageis overwrittenon disk, snapshotlog en-
triescontainingthepre-imagesof modi®cationsto thepage
are �ushed to disk (or to the OR backups).The snapshot
pagecanthenbewrittento thearchiveasynchronously. Note
that we can write snapshotlog entriesto disk in a large
group (covering many snapshotpages)and thus amortize
thecostof the�ush.

Entriescanberemovedfrom thesnapshotlog oncethe
associatedsnapshotpageshavebeensavedto thearchive.

4.4.1 Recovery of SnapshotInf ormation

When the OR recovers from a failure, it recovers its
snapshothistory by communicatingwith anotherOR, ini-
tializesthe MOB andAnti-MOB to empty, andinitializes
thesnapshotpagemapto haveall entries“unde®ned”.Then
it readsthe transactionlog and placesinformation about
modi®edobjectsin theMOB. As it doesso, it may create
someAnti-MOB entriesif objectsareoverwritten.Thenit
readsthesnapshotlog andaddsits entriesto theAnti-MOB.
Thesnapshotlog is processedby working backwards.For
example,supposeP requiredtwo snapshotpagesPS1 and
PS2 for snapshotsS1 andS2 respectively (S1:t < S2:t). To
recover PS1 , thesystemreadsP from disk, appliestheen-
triesin thesnapshotlog for PS2 , andthenappliestheentries
for PS1 .

At this point, the OR can resumenormal processing,
even thoughit doesn't yet have correctinformationin the
snapshotpagemap. TheOR obtainsthis informationfrom

thearchive.Forexample,whenit addsanentryto theMOB,
if the entry for that pagein the snapshotpagemapis un-
de®ned,theORrequeststhesnapshotinformationfrom the
archive.Thisis doneasynchronously,but by thetimethein-
formationis neededfor cleaningtheMOB, theORis highly
likely to know it.

4.5 Anti-MOB Over�o w

Whenpropagationof snapshothistoryinformationstalls,
the OR must clean the MOB beyond Tgmax and this can
causetheAnti-MOB to over�ow thein-memoryspaceallo-
catedto it. Thereforeat theendof suchacleaning,wepush
thecurrentcontentsof theAnti-MOB into thesnapshotlog
andforcethelog to disk. ThenwecancleartheAnti-MOB,
sothattheORcancontinueinsertingnew entriesinto it.

When the OR getsupdatedsnapshotinformation and
advancesits Tgmax, it processestheAnti-MOB blockspre-
vious written to the snapshotlog. It doesthis processing
backward,from themostrecentlywritten block to theear-
liest block. Eachblock is also processedbackward. Of
course,if the OR learnsthat no new snapshotshave been
taken, it canavoid this processingandjust discardall the
blocks. It canalsostopits backwardprocessingassoonas
it reachesa block all of whoseentriesarefor transactions
that areearlier thanthe earliestnew snapshotit just heard
about.

To processa block, the OR must usethe appropriate
pageimage.The®rst time it encountersanentryfor a par-
ticularpage,thiswill bethecurrentpageondisk. But later,
it needsto usethepagethat it alreadymodi®ed.Therefore
theORusesatablethatrecordsinformationaboutall pages
processedso far. Thesepageswill bestoredin memoryif
possible,andotherwiseondisk.

Oncesnapshotpageshave beenwritten to the archive,
the OR removesthe Anti-MOB blocks from the snapshot
log anddiscardsall thetemporarypagesusedfor processing
theblocks.

5 ARCHIVING SNAPSHOTS

This sectiondescribesthe designof the archive store.
We requirethat the archive provide storageat leastas re-
liable andavailableaswhat Thor providesfor the current
statesof objects.For example,if Thor ORsarereplicated,
snapshotpagesshouldhave thesamedegreeof replication.

5.1 Ar chive Store Abstraction

Table1 shows the interfaceto the archive. It provides
threeoperations:put, get, andgetTS.

Theput operationis usedto storea pagein thearchive.
Its argumentsprovidethevalueof thesnapshotpageandits
identity (by giving theORnumof its OR, its PageIDwithin
theOR,andthetimestampof thesnapshotfor which it was
created). The operationreturnswhen the pagehasbeen



Operation Description
put(ORnum, PageID, TSss, Pagess) Storesthe snapshot

pagePagess into the
archive

get(ORnum, PageID, TSss) Retrieves the snap-
shot page from the
archive.

getTS(ORnum, PageID) Retrieves the latest
timestamp for the
page.

Table1. Interfaceto theArchive

storedreliably, e.g.,writtento disk,or writtento asu� cient
numberof replicas.

The get operationis usedto retrieve a pagefrom the
archive. Its argumentsidentify thepageby giving its OR-
numandPageID,andthetimestampof thesnapshotof in-
terest.If thearchive containsa pagewith that identity and
timestamp,it returnsit. Otherwise,if thereis a latersnap-
shotpagefor that page,it returnsthe oldestoneof these.
Otherwiseit returnsnull.

It is correctto returnalatersnapshotpagebecauseof the
way we producesnapshotpages:we only producethemas
pre-imagesbeforelater modi®cations.If thereis no snap-
shotpagewith the requiredtimestampbut thereis a later
one,thismeanstherewerenochangesto thatpagebetween
the requestedsnapshotandthe earliestlater snapshot,and
thereforetheinformationstoredfor thelatersnapshotisalso
correctfor this snapshot.

ThegetTS operationtakesanORnumandPageIDasar-
guments.It returnsthelatesttimestampof a snapshotpage
for theidenti®edpage;it returnszeroif thereis nosnapshot
for thatpage.It is usedby theORto reinitializeits snapshot
pagemapwhenit recoversfrom a failure.

5.2 Ar chive Store Implementations

We consideredthreealternativesfor implementingthe
archive store: a local archive storeat eachOR, a network
archivestoreonthelocalareanetwork,andanarchivestore
onserversdistributedacrossa wideareanetwork.

A local archive storearchivesthe snapshotpagescre-
atedat its OR. As we will discussfurther in Section6, all
snapshotpagesarefetchedvia the OR. Thereforethis ap-
proachwill provide the bestperformance(for transactions
on snapshots)as comparedto the other two implementa-
tions. On the other hand,the archive can potentially be-
comeverylarge.In addition,ORsmaydi� erwidely in how
mucharchivespacethey require,sothatit maybedesirable
to allow sharingof thearchivestorage.

In a network archive store,snapshotsarearchived in a
specializedstoragenodelocatedcloseto a groupof ORs,
e.g.,on thesameLAN. This designallows sharingof what
mightbeahigh-endstoragenodeor nodes,e.g.,anodewith
a disk arraythatprovideshigh reliability. The impactof a
network archivestoreon theperformanceof fetchingsnap-

Local archive store
(on a separate disk)

Maps the timestamp to
the page map for the
snapshot associated
with the timestamp

Top�level map

Maps the ORnum and PageID
to the location of the page in the
archive store (identical to the
original page map in THOR)

Second�level map
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Figure4. StorageSystemof anArchive StoreNode

shotpagesdependson thespeedof theunderlyingnetwork
connection.For example,on a gigabitLAN, we expectthe
performanceof thenetwork archivestoreto becloseto that
of a localarchivestore.

A distributedarchive storeis implementedasa setof
storagenodesthataredistributedacrossthewide areanet-
work. All ORssharethearchivestoreandthereforethisap-
proachallows evenmoresharingthanthenetwork archive
store.Also, with properdesign,thesystemcanprovideex-
cellentreliability, automaticload-balancing,andself-orga-
nizationfeatures,similar to what canbe achieved,e.g., in
peer-to-peersystems[25,28]. Thedownsideof thisscheme
is thatthedatamaybelocatedfarawayfrom theORs,mak-
ing it costlyto run transactionsonsnapshots.

Weexpectthechoiceof whereto placethearchivestore
to mainly a� ect thecostof runningcomputationson snap-
shots.All designsshouldperformsimilarly with respectto
takingsnapshotssincewriting snapshotpagesto thearchive
is doneasynchronously.

5.3 Implementation Details

In thissection,wedescribethearchivestoreimplemen-
tations.

In a local archive store,snapshotsarestoredon a sepa-
ratedisk(or disks)sothatrequeststo reador write snapshot
pagesdon't interferewith normalORactivity, e.g.,fetching
currentpages.

The disk is organizedas a log as shown in Figure 4.
Snapshotspagesareappendedto the log, alongwith their
identi®er(ORnum,PageID,andtimestampof thesnapshot
for which the snapshotpagewascreated).This organiza-
tion makeswriting of snapshotpagesto disk fast(andwe
could speedit up even moreby writing multiple pagesto
thelog at once).A directorystructureis maintainedin pri-
marymemoryto providefastaccessto snapshotpages.The
identi®er informationin the log allows the OR to recover
thedirectoryfrom thelog aftera failure.

A network archive storeusesthe samelog-structured



organizationfor its disk. The OR runsa client proxy that
receivescallsof archive operationssuchasput, turnsthem
into messages,andcommunicateswith the storageserver
usingUDP.

Each storagenode in a distributed archive storealso
usesthesamelog-structuredorganization.Thesenodesmay
be ORs, separatestoragenodes,or a combinationof the
two.

Again, eachOR runsa client proxy that handlescalls
of archive operations. But now the proxy hassomething
interestingto do.

Themain issuein designinga distributedarchive store
is decidinghow to allocatesnapshotpagesto storagenodes.
We decidedto baseour designon consistenthashing[9].
With this approacheachstoragenodein the (distributed)
archivestoreis assignedanidenti®er, its nodeID, in a large
(160bit) space,organizedin aring. ThenodeIDsarechosen
so that thespaceis evenly populated.Eachsnapshotpage
also hasan identi®er, its archiveID. To map the snapshot
pageto a storagenode,we usethe successorfunction as
in Chord[28]; thenodewith thenodeIDthat succeedsthe
snapshotpage'sarchiveID will beresponsiblefor archiving
that page. However, note that any deterministicfunction
will work, e.g.,we could have chosenthe closestnodein
theID space,asin Pastry[25].

The archiveID of a snapshotpageis the SHA1 hash
of the page's ORnumandPageID.This way, all snapshot
pagesof the samepagewill be mappedto the samestor-
agenode. This choicemakes the implementationof get
andgetTS e� cient becausethey canbe implementedat a
singlenode.

To interactwith thearchive,theclientproxy at theORs
needsto mapthe NodeID of the noderesponsiblefor the
pageof interestto its IP address.Systemsbasedon consis-
tenthashingtypicallyuseamulti-steproutingalgorithm[25,
28] to do this mappingalthoughrecentwork shows that
routing canbe donein onestep[7]. However, routing is
not animportantconcernfor usbecausetheclient proxy at
anOR cancachetheIP addressesof thenodesresponsible
for its OR's snapshotpages.Sincethe populationof stor-
agenodesis unlikely to changevery frequently, the cache
hit ratewill behigh. Therefore,thecostof usingdistributed
storagewill just be the cost of sendingand receiving the
datafrom its storagenode.

Wechoseto useconsistenthashingfor anumberof rea-
sons.If thenodeIDs andsnapshotIDs aredistributedrea-
sonably, it providesgood load balancing. It also hasthe
propertyof allowing nodesto join and leave the system
with only local disruption: dataneedsto be redistributed
whenthis happensbut only nodesnearbyin ID spaceare
a� ected.

Of course,snapshotpagesneedto be replicatedto al-
low storagenodesto leave the systemwithout losing any
data.Thusa snapshotpagewill needto bearchivedat sev-

eral nodes.This doesnot slow down the systembut does
generatemorenetwork tra� c. Onebene®tof replicationis
thatsnapshotpagescanberetrievedin parallelfrom all the
replicasandthe®rst copy arriving at theORcanbeusedto
satisfytherequest.As aresult,thecostof retrieving asnap-
shotpageis thecostof fetchingit from thenearestreplica.

6 TRANSACTIONS ON SNAPSHOTS

Userscanrun transactionson a snapshotby specifying
atime in the“past” atwhichthetransactionshouldexecute.
We only allow read-onlytransactions,sincewe don't want
transactionsthatrun in thepastto beableto rewrite history.

Themostrecentsnapshot,S, with timestamplessthan
or equal to the speci®edtimestampwill be the snapshot
usedfor the transaction.The FE usesthe timestampof S
to fetch snapshotpages.Sincethe FE needsto determine
S,thetimestampspeci®edby theusermustbelessthanthe
Tgmax at theFE.

In this section,we ®rst provide anoverview of theFE.
Then we describehow the FE and OR togethersupport
read-onlytransactionsonsnapshots.

6.1 Thor Front-End

This sectioncontainsa brief overview of theFE. More
informationcanbefoundin [2,13,14].

To speedupclient transactions,theFEmaintainscopies
of persistentobjectsfetchedfrom theOR in its in-memory
cache. It usesa page mapto locatepagesin thecache,us-
ing thepage'sPageIDandtheORnum.Whena transaction
usesanobjectthatisn't alreadyin thecache,theFEfetches
thatobject'spagefrom itsOR.Whenatransactioncommits,
only modi®edobjectsareshippedbackto theOR.

Pagesfetchedfrom theORarestoredin page-sizepage
frames. However whena pageis evicted from the cache
(to make room for an incomingpage),its hot objectsare
retainedby moving theminto anothercompactedframethat
storessuchobjects.

ObjectsatORsreferto oneanotherusingOREFs(recall
thatanOREFidenti®esanobjectwithin its OR). To avoid
theFE having to translatean OREFto a memorylocation
eachtime it followsa pointer, we do pointerswizzling: the
®rst timeanOREFis used,it is replacedby informationthat
allows theobjectto be e� ciently locatedin the FE cache.
When an OREF is swizzled, it is changedto point to an
entry in the ResidentObjectTable (ROT). This entry then
pointsto theobjectif it is in thecache.Thisway®ndingan
objectin thecacheis cheap,yet it is alsocheapto discard
pagesfrom the cacheandto move objectsinto compacted
pages.

6.2 UsingSnapshots

Whenauserrequeststo runatransactionin thepast,the
FE cacheis likely to containpagesbelongingto othertime



lines,e.g.,to thepresent.Similarly, whentheuserswitches
backfrom runningin thepastto runningin thepresent,the
FE cachewill containsnapshotpages. In eithercase,the
FE mustensurethat theusertransactionusestheappropri-
ateobjects:objectsfrom currentpageswhenrunningin the
present;objectsfromsnapshotpagesfor therequestedsnap-
shotwhenrunningin thepast.

Oneapproachto ensuringthattheright objectsareused
is to clear the FE's cacheeachtime the userswitchesto
runningat a di� erenttime. However, this approachforces
theFE to discardhot objectsfrom its cacheandmight de-
gradetransactionperformance.This could happenif the
userswitchesrepeatedly, e.g.,from thecurrentdatabaseto
a snapshotandbackto thecurrentdatabaseagain.

Thereforewe chosea di� erentapproach.We extended
theFE's cachemanagementschemeso that theFE caches
pagesof multiple snapshotsat the sametime. Yet the FE
managesits cacheso that a transactiononly seesobjects
of the correctversion. Our implementationis optimized
to have little impacton the runningof transactionsin the
present,sinceweexpectthis to bethecommoncase.

Whentheuserswitchesfrom onetime line to another,
all entriesin theROT will refer to objectsbelongingto the
time line it wasusingpreviously. We mustensurethat the
transactionthat is aboutto run doesnot usetheseobjects.
We accomplishthis by settingevery entry in the ROT to
null; this, in turn, causesROT “misses”on subsequentac-
cessesto objects.

Whena ROT misshappens,the FE performsa lookup
on thepagemapto locatethepageon thecache.To ensure
that we ®nd the right page,onebelongingto the time line
beingusedby thecurrentlyrunningtransaction,we extend
thepagemapto storethetimestampfor eachpage;current
pageshaveanull timestamp.Thepagemaplookupcanthen
®nd theright pageby usingthe timestampassociatedwith
thecurrentlyrunningtransaction.Thelookupwill succeed
if appropriatepageis in the cache.Otherwise,the lookup
failsandtheFEmustfetchthepage.

6.3 FetchingSnapshotPages

The FE fetchesa snapshotpageby requestingit from
theOR thatstoresthatpage.Thereasonfor usingtheOR
is thatsnapshotsconsistof bothcurrentpagesandpagesin
the archive; theOR canprovide the currentpageif that is
appropriate,andotherwiseit fetchestherequiredpagefrom
thearchive.

Pagefetch requestsfrom the FEs to the ORs are ex-
tendedto containa snapshottimestamp,or null if the FE
transactionis runningin thepresent.If thetimestampis not
null, theOR usesit to determinethecorrectsnapshotpage
by consultingits snapshotpagemap.

Thesnapshotpagemapstoresthemostrecentsnapshot
timestampfor eachpage.If thetimestampof therequestis
lessthanor equalto thetimestampstoredin themapfor the

requestedpage,theORrequeststhesnapshotpagefrom the
archive andreturnstheresultof thefetchto theFE. Other-
wise,theORmustcreatethesnapshotpageat thatmoment.
It doesthis by usingthe pagecopy on disk or in the page
bu� er, plusthe informationin theMOB andAnti-MOB. It
returnstheresultingpageto theFE. In additionif thesnap-
shotpageis di� erentfrom thecurrentpage,theOR stores
thepagein thearchive andupdatesits snapshotpagemap;
this avoidscreatingthesnapshotpageagain.

7 EXPERIMENTS

In this section,we presenta performanceevaluationof
our snapshotservice.We do this by comparingtheperfor-
manceof theoriginalThorto thatof Thor-SS, theversionof
Thor thatsupportssnapshots.Thor is a goodbasisfor this
studybecauseit performswell. Earlierstudiesshowedthat
it deliverscomparableperformanceto a highly-optimized
persistentobjectsystemimplementedin C++ eventhough
theC++ systemdid not supporttransactions[14]. Our ex-
perimentsshow thatThor-SSis only slightly morecostlyto
run thanThor.

Thor-SSis a completeimplementationof our designin
the absenceof failures;it includesmakingthe Anti-MOB
persistentbut not therecoverymechanism.This implemen-
tation is su� cient to allow us to measureperformancein
thecommoncaseof no failures.

Our experimentalmethodologyis basedon the single-
userOO7 benchmark[1]; this benchmarkis intendedto
capturethecharacteristicsof variousCAD applications.The
OO7databasecontainsatreeof assemblyobjectswith leaves
pointing to three compositeparts chosenrandomly from
among500 suchobjects. Eachcompositepart containsa
graphof atomic parts linked by bidirectionalconnection
objects,reachablefromasinglerootatomicpart;eachatomic
parthasthreeconnections.We employedthemediumOO7
databasecon®guration,whereeachcompositepartcontains
200 atomicparts. The entiredatabaseconsumesapproxi-
mately44MB.

We usedOO7 traversalsT1 and T2B for our experi-
ments.T1 is read-onlyandmeasurestheraw traversalspeed
by performinga depth-®rstsearchof the compositepart
graph, touchingevery atomic part. T2B is read-write; it
updateseveryatomicpartpercompositepart.

We useda single FE anda single OR for our experi-
ments.TheOR andFE ranon separateDell Precision410
workstations(PentiumIII 600Mhz, 512MB RAM, Quan-
tum Atlas 10K 18WLSSCSIharddisk) with Linux kernel
2.4.7-10.Anotheridenticalmachineis usedfor thenetwork
storagenodein thenetworkarchivestore,aswell asfor run-
ning a simulator(developedusingtheSFStoolkit [19]) for
simulatinga60nodewide-areaarchivestore.Themachines
wereconnectedby a 100MbpsswitchedEthernet.
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7.1 Foreground Costs

The ®rst set of experimentscomparesthe foreground
costof runningThor with Thor-SS.Particularly, we looked
attheextracostof committingtransactionsin Thor-SSwhen
no MOB cleaningis occurring. The experimentsuseda
32MB MOB to ensureMOB cleaningdoesnothappen.

Thor-SShasextrawork to dowhenthecommittingtrans-
actionoverwritespreviously modi®edobjects.Whenover-
writing occursin Thor, theOR writes themodi®edobjects
to the MOB and modi®esthe MOB table to point to the
new entry. This work alsooccursin Thor-SS,but in addi-
tion Thor-SSmustaddthepreviousentryto theAnti-MOB.
In eithercasethiswork is in theforeground:theORdoesn't
respondto theFE'scommitrequestuntil afterwork is done.

We measuredthe averageexecutiontimes for T1 and
T2B. In eachcase,thetraversalwasexecuted20 timesand
eachrun wasa separatetransaction.Theexperimentswere
donewith ahotFEcachethatcontainedall theobjectsused
in the traversal. This way we eliminatedthecostof fetch-
ing pagesfrom theOR,sinceotherwisethecostof fetching
pageswould dominatetheexecutiontime. The numberof
pagesusedin thetraversalswasidenticalin bothThor and
Thor-SS.

Theresultsof theseexperimentsareshown in Figure5.
The®gureshows that thereis no signi®cantdi� erencebe-
tweenrunningtheread-onlytraversalT1 in ThorandThor-
SS:in thiscasenowriting to eithertheMOB or Anti-MOB
occurs. In T2B, however, 98,600objectswere modi®ed,
whichcauses98,600overwritesin theOR'sMOB andeach
overwriteleadsto anobjectbeingmovedto theAnti-MOB,
leadingto an8%slowdown.

The CPU time for the OR to commit a T2B transac-
tion is 1.65secondsin Thor and1.89secondsin Thor-SS.
Thedi� erenceis thetime takenby Thor-SSto do theextra
work of storingoverwrittenobjectsinto theAnti-MOB; the
datashow that it takesapproximately2:4 � secsto update
theAnti-MOB for eachoverwrittenobject.

The workload generatedby T2B is not a very realis-
tic representationof whatwe expectusersto do: usersare
unlikely to repeatedlymodify the sameobjectsor modify

almostall objectsin the database.Therefore,we devel-
opedanotherworkload that is more realistic. This work-
load,T2M, is amodi®edversionof T2B: eachT2M traver-
sal randomlyupdates10% (or 9,860objectsper traversal)
of theobjectsthattheoriginal T2B modi®es.In T2M there
is muchlessoverwriting thanin T2B: eachtraversalover-
writesan averageof 3,852objects.As shown in Figure5,
thereis little di� erencein performancebetweenThor and
Thor-SSfor this traversal.

7.2 Impact of SnapshotPageCreation

In thissectionwelook at theadditionalwork thatThor-
SShasto do whenthe MOB is cleaned.Thor cleansthe
MOB in the backgroundusinga low-priority process(the
�usher) runningin small time slices.Therefore,unlessthe
OR is very heavily loaded,cleaningdoesnot show up asa
user-observableslowdown. We would like thesamee� ect
in Thor-SS,evenwhensnapshotpagesarebeingcreated.

Thorcleansseveralpagesatonce.To amortizediskseek
time, it works on segments,which are32 KB contiguous
regionsof disk, eachcontainingfour pages.Thor canread
or write a segmentaboutascheaplyasreadingor writing
a page,andif morethanonepagein thesegmenthasbeen
modi®ed,cleaningcostswill belowerusingthis approach.

The results in this sectionwere obtainedby running
T2M (themodi®edT2B). In eachexperimentT2M ran 25
times, i.e., we committed25 transactions.We ran experi-
mentsboth with andwithout cleaning. To avoid cleaning
weusedan8 MB MOB; to causecleaningto occurweused
a4 MB MOB. With the4 MB MOB, cleaningbeginswhen
the 12th traversalcommits. During the remainingtraver-
sals,1,141segmentswere cleanedand 3,097pageswere
modi®ed; an averageof 56 modi®ed objects(consuming
2.6 KB) wereinstalledin eachsegment. We continuedto
usea 32 MB cacheat the OR so that no disk activity oc-
curredduringthecleaningpartof theexperiment.

To geta senseof theOR loaddueto cleaning,we mea-
suredtheORCPUtimerequiredto docleaning.Theresults
of theseexperimentsareshown in Table2. In eachcasethe
measurementstartedat the point wherethe �usher thread
decidedthat a segmentneedsto be updated.At thatpoint
the segmentis alreadyin memory. The measurementfor
Thor stopswhen all modi®cationshave beeninstalled in
thesegmentandtheir entriesremovedfrom theMOB, but
the segmenthasnot yet beenwritten to disk. The results
show theaveragecostof cleaningasegment.

The table shows two measurementsfor Thor-SS.The
®rst is for the casewhereno snapshotsneedto be made;
however, Thor-SSstill hasextra work to do, sinceentries
needto beremovedfrom theAnti-MOB. Thesecondmea-
surementis for Thor-SS when snapshotpagesare being
made. In this casethe measurementincludesthe cost of
creatingsnapshotpages,revertingthechanges,andwriting
thepre-imagesto thesnapshotlog; themeasurementstops



System CleaningTime
Thor 6.74ms
Thor-SSwithout snapshot 6.87ms
Thor-SSwith snapshot 11.09ms

Table2. Time Takento Cleana Segment
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beforethesnapshotlog is forcedto disk (sincethe �usher
doesnot wait for this to complete). This is a worst case
experimentin which every pagerequiresa corresponding
snapshotpage,e.g., it representsa casewherea snapshot
hasjust beenrequested.

The impacton usersof theadditionalcleaningactivity
in Thor-SSdependson the load at the OR. What we can
hopeis that whenthe OR hassomesparecycles,we can
run Thor-SSwith cleaningandsnapshotpagesentirely in
thebackground,just like Thor cleaningcanbedonein the
backgroundin this case. This is a reasonableexpectation
since,aswe showedin Table2, Thor-SSrequiresa modest
amountof time to docleaningevenin thecasewhereevery
pagerequiresasnapshotpage.

Figure 6 shows the resultsof theseexperiments. For
both Thor andThor-SS,theexperimentscomparethecost
of runningtraversalswith andwithout cleaning. The per-
formanceof the traversalsis identical from the viewpoint
of the usertransaction:cleaningthe MOB doesnot cause
any slowdown. In particular, even in thecasewhereevery
pagethat is cleanedrequiresa snapshotpage,thereis no
slowdown.

7.3 Running Transactionson Snapshots

In this section,we examinetheperformanceof running
transactionsin thepast.We alsocomparethis performance
with thatof runningtransactionsin thepresent.Theseex-
perimentsusetraversalT1, sincewe only allow read-only
transactionsto run in thepast.

WeranT1 usingacoldFEcachesothateverypageused
by T1 mustbefetched.RunningT1 causes5,746snapshot
pagesto befetched.We alsousedanemptypagecacheat
theOR.UsingacoldFEcacheandanemptyORpagecache
provide us with a uniform setupto measuretheslowdown
that is causedby runningT1 on a snapshotascomparedto
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running it on the currentdatabase.As discussedin Sec-
tion 5, whenever thereis a miss in the FE cache,the FE
fetchesthemissingpagefrom its OR. This is truewhether
theFE requiresa snapshotpageor a currentpage.

Figure7 shows the results.The ®gureshows that run-
ning in thepastis only slightly slower (approximately5%
slower)thanrunningin thepresentwhensnapshotsarestored
ontheOR'sdisk. Thisslowdown is dueentirelyto process-
ing at theFE: in particular, it is dueto anadditionallevel of
indirectionin theFE'spagemapthata� ectstransactionsin
thepastbut not in thepresent.

The ®gure alsoshows what happenswhenthe archive
storeis not locatedat the OR. The slowdown is relatively
small if the snapshotpagesarearchived at a nearbynode
thatis connectedto theORby a100Mbpsnetwork, sothat
thecostto send8 KB of datafrom thestoragenodeto the
ORis1 ms: in thiscasethetimetakento runT1 is16.2secs.
Performanceis moredegradedwhenthe the time required
to send8 KB of dataincreasesto 10ms,suchasonaheav-
ily loadedor slower(e.g.,10Mbps)LAN; hencetheperfor-
manceof T1 is slowerby anorderof magnitude(68.7secs).
Performanceis further degradedwhenthe archive is even
fartheraway.

Theseresultsimply thatif theremotestoragenodewere
very closeto theOR,e.g.,connectedto it by a gigabitnet-
work, performanceof runningon a snapshotwould be es-
sentiallyidenticalwhenstoringthearchive at theOR or at
theremotenode.Performanceof runningon snapshotsde-
gradessubstantiallyasthestoragemovesfartheraway, but
useof remotesharedstoragemay still be the bestchoice
becauseof theadvantageof usingsucha sharedfacility.

8 RELATED WORK

A numberof systemshave provided snapshots,either
for usein recoveringfrom failure,or to provide theability
to look at paststate. Thereis also a large body of work
on systemsthattake checkpoints[4,16]. Herewe compare
TimeLineto systemsthatprovidesnapshots,sincethey are
mostcloselyrelated.



ThePlan9 [24] ®le systemis a one-server systemthat
providesan atomic dump operationfor backups. During
a dumpoperation,the in-memorycacheis �ushed, the®le
systemis frozen,andall blocksmodi®edsincethelastdump
operationarequeuedondiskfor writing to theWORM stor-
age.This systemdelaysaccessto the®le systemwhile the
dumpis beingtaken.

The Write AnywhereFile Layout (WAFL) [8] is a ®le
systemdesignedfor anNFSserver appliancethatprovides
a snapshotfeature. The ®rst time a pageis modi®edafter
the snapshotis taken, WAFL writes the pageto a new lo-
cation(thuspreservingtheold disk copy for thesnapshot);
it also modi®esthe disk copy of the directory block that
pointsto this page.Theonly block thatneedsto bedupli-
catedeagerlyduring the snapshotis the root inodeblock.
A snapshotincludesthecurrentvaluesof all dirty pagesin
the cache;if sucha pageis modi®edbeforebeingwritten
to disk,thepropersnapshotvaluefor thepagewouldnotbe
known. To avoid this problemWAFL blocksincomingre-
queststhatwould modify dirty datathatwaspresentin the
cacheat themomentthesnapshotwasrequested.However,
it doesnotblockany otherrequests.

Frangipani[31] is a distributed®le systembuilt on the
Petal[12] distributedstoragesystem.FrangipaniusesPetal's
snapshotfeaturesto createapoint-in-timecopy of theentire
distributed®le system.This point-in-timecopy canthenbe
copiedto a tapeor WORM device for backup.To maintain
consistency of the snapshot,the backupprocessrequests
an exclusive lock on the system. This requiresstopping
thesystemsothatall serverscanlearnaboutthesnapshot.
Whenit hearsaboutasnapshot,aserver �ushesits cacheto
disk andblocksall new ®le systemoperationsthatmodify
thedata.Theseoperationsremainblockeduntil the lock is
released.After thatpoint, thebackupservicetakesa Petal
snapshotat eachserver to createthe point-in-time copy.
This is donecopy-on-writewithout delayinguserrequests.
(Petaldoesn't block to take a snapshotbut it supportsonly
a singlewriter.)

Unlike Plan 9, WAFL, andFrangipani,we do not re-
quire the systemto block usersduring the snapshot.Fur-
thermore,TimeLine is a distributedsystem,unlike Plan9
and WAFL. Frangipaniis also distributed but requiresa
global lock to take a snapshot,which can lead to a sub-
stantialdelay.

TheElephant®le system[26] maintainsall versionsand
usestimestampsto provideaconsistentsnapshot.A version
of a®le is de®nedby theupdatesbetweenanopenandclose
operationon the ®le. The ®le's inode is duplicatedwhen
the®le is openedandcopy-on-writeis usedto createa pre-
modi®cationversionof the ®le. Concurrentsharingof a
®le is supportedby copying theinodeon the®rst openand
appendingto theinode-logon thelastclose.

TimeLineis similar to Elephantin its useof timestamps
but it is a distributedsystemwhile Elephantis a one-server

system. In addition TimeLine makes snapshotson com-
mandwhile Elephanttakesthemautomatically. Takingsnap-
shotson commandreducesthe sizeof archive storage. It
alsoarguablyprovidesmoreusefulinformation,sinceusers
candecidewhatsnapshotsthey want,ratherthanhaving to
contendwith hugeamountsof datathat is hardto relateto
activities thatinterestthem.

Somedatabasesystems[22,27] alsoprovide accessto
historical information. Thesesystemsallow queriesbased
on time informationthatis eitherprovidedexplicitly by the
useror implicitly by the system. When the time ®eld is
overwritten,theold valueof therecordis retained.

An alternative designfor snapshotsis to storeeitheran
undoor redolog andthenmaterializethe snapshoton de-
mand: with an undolog, thecurrentstatewould be rolled
backward to the desiredtime line, while with a redo log
the initial statewould roll forward. Useof suchlogs was
pioneeredin databasesystemandsomeearly work on the
PostgresStorageManager[29] evenproposedkeepingthe
entirestateasa redolog. This approachwassubsequently
rejectedbecauseof thecostof materializingthecurrentsys-
temstate[30]. Theseresultscanalsobetakento show that
materializingsnapshotstateis notpractical:snapshotsmust
beavailablefor usewithouta hugedelay

9 CONCLUSION

ThispaperdescribesTimeLine,ane� cientarchiveser-
vicefor adistributedstoragesystem.TimeLineallowsusers
to take snapshotson demand. The archive is storedon-
line so that it is easilyaccessibleto users.It enables“time
travel” in whichauserrunsacomputationonanearliersys-
temstate.

TimeLineallows snapshotsto betakenwithout disrup-
tion: useraccessto thestoreis notdelayedwhenasnapshot
is requested.Yetourschemeprovidesconsistentsnapshots;
in fact it providesatomicity, which is strongerthanconsis-
tency. The techniquesusedin TimeLinewill alsowork in
a systemthat only providesatomicity for individual mod-
i®cations. Furthermoretimestampscan be usedto order
snapshotsin any systemthatimplementslogicalclocks,and
logical clocksareeasyandcheapto implement.

TimeLineprovidesconsistentsnapshotswith minimum
impacton systemperformance:storingsnapshotpagesoc-
cursin thebackground.Our schemeis alsoscalable:snap-
shotsarerequestedby communicatingwith a singlenode
and information is propagatedto the nodesin the system
via gossip.

Themainperformancegoalof our systemis thatsnap-
shotsshouldnot interferewith transactionson the current
databaseanddegradetheirperformance.An additionalgoal
is to provide reasonableaccessesto snapshots,i.e., to com-
putationsthat run in the past. Our experimentsshow that
computationsin thepastrun asfastasin thepresentwhen



thearchivestateis co-locatedwith thecurrentsystemstate,
andrun reasonablywell usingsharedarchive storagethat
is close,e.g., on the sameLAN, or connectedby a high
speedlink. Theresultsalsoshow thattakingsnapshotshas
negligible impacton thecostof concurrentlyrunningcom-
putations,regardlessof wherethearchiveddatais stored.
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